
 
HOW TO INSTALL A CUSTOM CERTIFICATE AUTHORITY USING cmc_cert_util 

Some customers may wish to change the self-signed certificate used by the Unitrends web interface to be a custom 
certificate that fits their security environment.  Often this involves using a third-party Certificate Authority.  This information 
shows how to do that for Unitrends systems, using the cmc_cert_util script which is included with unitrends-rr-9.0.0 and 
later rpms. 
 
Note that you should change your default hostname to whatever you wish BEFORE starting this process, since the 
certificate is dependent upon the hostname.  Use your hostname wherever you see ‘VMware_UEB’ in the example below.   
 
An example for the signing sequence using a third-party Certificate Authority with cmc_cert_util: 

1) Create the Certificate Signing Request (CSR) 
2) Verify the CSR 
3) Submit the Certificate Signing Request file (*.csr) to your Certificate Authority (CA).   
4) Examine the returned signed certificate (.crt or .cer extension, and optional .p7b chain file). 
5) Install the returned certificate with "cmc_cert_util install". 
6) Verify that the system is using the new Certificate.  

 
1) Create the Certificate Signing Request 

[root@VMware_UEB]# cmc_cert_util req –v -p 
Create the Signing Request: 
Private Key File: VMware_UEB.key 
Signing Req File: VMware_UEB.csr 

 
-----BEGIN CERTIFICATE REQUEST----- 
MIIDKzCCAhMCAQAweDELMAkGA1UEBhMCVVMxFzAVBgNVBAgTDlNvdXRoIENhcm9s 
aW5hMREwDwYDVQQHEwhDb2x1bWJpYTESMBAGA1UEChMJVW5pdHJlbmRzMRQwEgYD 
VQQLEwtFbmdpbmVlcmluZzETMBEGA1UEAxQKVk13YXJlX1VFQjCCASIwDQYJKoZI 
hvcNAQEBBQADggEPADCCAQoCggEBAN0NG1FzcV5YUfOcGwu/w1LIVSTenVO2GPoz 
F8WeGCWaCQEUrFOrxocXvt6nJ8RR6Zjxb5gni6N/kqdp2cjtP1T4erRShm5mYCfb 
VzkSrlFAGIr8F36n3j1AVBWbt/NG65x66nFz7Yhs/zaOH+/s7Y1tuSkNUQsiqzil 
8g7yeAM1063uxydPNyJXS9WXbrqNSAxxaBuR/GpQOaNlfCNgQ9J1cMhIt1ymyU7c 
ssrGojUsOm0R6iDUA1E4WqCdXuRuegUK/mF1zG/eE5FfT4ZLKpX1cOSW2McQpE1C 
dbyRDDlJ/T2T4lnNDdpEbVU5vVMmNmX+zKFvMUZaP4OZhlidNQUCAwEAAaBuMGwG 
CSqGSIb3DQEJDjFfMF0wCQYDVR0TBAIwADALBgNVHQ8EBAMCBeAwQwYDVR0RBDww 
OocECmRkBocErBEDCocEwKi7UIIaVk13YXJlX1VFQi5pbW1lZC1zYnMubG9jYWyC 
ClZNd2FyZV9VRUIwDQYJKoZIhvcNAQELBQADggEBAHgJa0PKTehnvK0490JzxfJ+ 
8YrOnxYLVF9JJeAQmxnC4JKMPtykkx0SdHEvODFAZ9VC+fgw5Gi+4u30IF8JD/Z/ 
Zfpw86IZg8vApw8rd4DGc5glMF1uYtp2d2gtsiGrjDbaYVVBTLaboMClCZxGbU/Y 
Xla+o4/AXXcCM+vn0g7oALdSoibsy4E25xVZDQ/afaR01/O7vfho9ErKNEwt8DFm 
7FSH76dPmAp3/okopJA6unI7iHoWxyjQoyLpZ8oOZxAA9Z0zK15Wv8jWiWV4wGak 
6zlBT+uqgBFASBZK0p0IJgo5AGUxUjPu+t9Zn1ffCkl9aXFad26JITiYlgePqa8= 
-----END CERTIFICATE REQUEST----- 
 
2) Verify the CSR 
 
At this point the Certificate Signing Request appears above between the "BEGIN/END" 
delimiters.  It is also written to the file <hostname>.csr. In this case, the hostname is 
VMware_UEB. The contents of the CSR include both the unqualified hostname (VMware_UEB), 
the FQDN (VMware_UEB.immed-sbs.local) and the IPv4 addresses reported by 'hostname  
-I'. 
 
If we run cmc_cert_util info (with and without -v) on the newly generated CSR we get: 
 

[root@VMware_UEB]# cmc_cert_util info VMware_UEB.csr 
Key File  : /etc/pki/tls/private/localhost.key 
Cert File : /etc/pki/tls/certs/localhost.crt 
Chain File:  
subject= 
    commonName                = VMware_UEB 
    organizationalUnitName    = Engineering 
    organizationName          = Unitrends 
    localityName              = Columbia 
    stateOrProvinceName       = South Carolina 



    countryName               = US 
 
[root@VMware_UEB]# cmc_cert_util info -v VMware_UEB.csr 
Key File  : /etc/pki/tls/private/localhost.key 
Cert File : /etc/pki/tls/certs/localhost.crt 
Chain File:  
        Subject: C=US, ST=South Carolina, L=Columbia, O=Unitrends,  
OU=Engineering, CN=VMware_UEB 
        Attributes: 
        Requested Extensions: 
            X509v3 Basic Constraints:  
                CA:FALSE 
            X509v3 Key Usage:  
                Digital Signature, Non Repudiation, Key Encipherment 
            X509v3 Subject Alternative Name:  
                IP Address:10.100.100.6, IP Address:172.17.3.10, IP  
Address:192.168.187.80, DNS:VMware_UEB.immed-sbs.local, DNS:VMware_UEB 
 

 
3) Send the CSR to the Certificate Authority.  
We have a CA running locally with a CURL interface that we can submit CSRs and get back 
the signed certificate and the CA certificate. This can be done either using the CA 
server’s web interface, or sometimes via the command-line.   
 

A) Request Certificate from CA Server 
----- The following instructions may vary depending on how the user’s specific certificate authority works 
        It is also assumed that the Certificate Authorities Trusted Root Certificates are installed on the clients that  
        will be accessing the DPU ---- 

You may be fortunate enough to be able to upload the entire <hostname>.csr file to your certificate authority. However, if 
not, the user may be required to extract the “BEGIN…END” portions and submit this to the CA as per the following 
commands: 
 

1. Edit/display the <hostname>.csr file. 
2. Highlight the text on the screen, including the Begin Certificate Request and End Certificate Request lines, and Copy the text 

from that window 
3. Open a browser window. 
4. Enter https://<CA_host>/certsrv in the address bar where <CA_host> is replaced by the hostname of the certificate server. 
5. A Login window should open. Enter an Enterprise Admin account username and password and hit enter. 
6. Paste the text of the <hostname>.csr file, including the “BEGIN” and “END” lines into the window. 

It is important that the “BEGIN CERTIFICATE REQUEST” and “END CERTIFICATE REQUEST” lines are included in the copied 
and pasted text. 

7. Switch the certificate template to web server and select Submit.   
The web menu should look something like this example. 



 

 

B) Download Certificate and Chain File to the Unitrends System 
You will be presented the new certificate and optionally a certificate chain file in the browser window.  This should look 
something like this example. 

 

Download these files and put them on the Unitrends server.  The Unitrends samba share is convenient for that.  The 
certificate should be a file with .crt or .cer extension, and the optional certificate chain file should have the .p7b extension. 

 
To see the results of what is returned, below is an example of the results of sending the 
CSR using a custom CURL script (getCert) when the CA server has a command-line interface.  
For the blob returned by the CA, the first BEGIN/END block is the signed Certificate 
returned by the CA for this server, the second BEGIN/END is the CA certificate for the 
third-party CA. 
 

[root@VMware_UEB]# ./getCert VMware_UEB.csr 192.168.187.22 
-----BEGIN CERTIFICATE----- 
MIIFMDCCAxigAwIBAgICEC0wDQYJKoZIhvcNAQELBQAwgZoxCzAJBgNVBAYTAlVT 
MRcwFQYDVQQIDA5Tb3V0aCBDYXJvbGluYTERMA8GA1UEBwwIQ29sdW1iaWExEjAQ 
BgNVBAoMCVVuaXRyZW5kczEUMBIGA1UECwwLRW5naW5lZXJpbmcxEjAQBgNVBAMM 
CVVuaXRyZW5kczEhMB8GCSqGSIb3DQEJARYSYnV6ekB1bml0cmVuZHMuY29tMB4X 
DTE1MDYwMTE1MjQyNVoXDTE2MDUzMTE1MjQyNVoweDELMAkGA1UEBhMCVVMxFzAV 



BgNVBAgTDlNvdXRoIENhcm9saW5hMREwDwYDVQQHEwhDb2x1bWJpYTESMBAGA1UE 
ChMJVW5pdHJlbmRzMRQwEgYDVQQLEwtFbmdpbmVlcmluZzETMBEGA1UEAxQKVk13 
YXJlX1VFQjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBANDnIbhet9WR 
Kx0qkRWI753DDLVFk4PHdzyQBY6N1n2kQeEGUYsClRD3FHw/zS/ycTtRkqJlWxMP 
LPh9hW78odOoDIB/XD03bBSdVdbcGmTgtadMSg+W3GYdRGciZ9zWFEaujK4v0Jpj 
rXprpboGUAWAt75+/t8S5cGAE1C/A1u5zD+ukrFtWbCi/xPoBYDVMT8fj1XTH7pi 
SHWCDu2qKS5UDO/37OxZhW2KuMqpeEjUAV9PbodCIyJVhpkAG+Xa+Yc3ZIDM11pD 
kdRx0fP6TyZa4dRQa5SASUyocks+457ika+Jh+5h9yLMxgb8F8OnHVcsmz3bKZxM 
cFKbq/lIdZkCAwEAAaOBoDCBnTAdBgNVHQ4EFgQU80hH6WKF/AVhgh3Mp2m3pJr/ 
e+0wHwYDVR0jBBgwFoAUsjUerU4Ix5tPpum52vtDqdz3N88wCQYDVR0TBAIwADAL 
BgNVHQ8EBAMCAQYwQwYDVR0RBDwwOocECmRkBocErBEDCocEwKi7UIIaVk13YXJl 
X1VFQi5pbW1lZC1zYnMubG9jYWyCClZNd2FyZV9VRUIwDQYJKoZIhvcNAQELBQAD 
ggIBAEQOfW8GaUPgVaZGAW8X3h7TX6z83SoSGedKXsKTNjWPifzSi3dbPB/bdvwm 
rsJy7QaLi9w6AZ9brcyEIeynvGEUDH5lBLnbOOGzBDAaaFp0QBwV3TUHuCCwRAM9 
YHZLF6HlSyYRPx195maexjwKYh9yfFXqJcyYv/RlUutBEjYlEaVlU0t+ETYouVTl 
TKgdXZ1u9D8gq0lF9oOV3515s8jf1kDcFEt3wcz1060WDCh5DKjFqmbmcU8kiGaG 
jeaMueRT9rDT2X3RtrMIPIHcyFEzWM14pZUHILecOIwzaLgLXPu8S9MURak1DMFn 
1FMSap63EaDDputwn/VUi2mWHVB7xxsD4asJpf5s3AuW9UAIsdohavb3m7xK5JQE 
eLN31SmHuY/V7Zpc0JMDIySVaHFl8lYtu6JfbCe96OHyjFb6l8oqPRg2KUUGgoBB 
K/lK1Q4X9lDtiCFVagLEIUzZxyL5l1uDDUcRmMyUMHY11lVlcSdiwDPNNyZntk0O 
zDCeDfL1/ZlnjowcaZL/qdW3r3tlyIeRZrxNQ+YNnGy5fJTH2G7zU2rme+cjIM6x 
82lMEBz30K7BkuJ2iPV88qI6zNosFIjNeO8Qj1MeFggPDWycCdjYDSMoUb8Nboua 
EKrQEC5dloGUjdfW/fpIpTbrSPitzp4ncNvujhuSvhOi+SHd 
-----END CERTIFICATE----- 
-----BEGIN CERTIFICATE----- 
MIIGFjCCA/6gAwIBAgIJAKNDGqOnXK3hMA0GCSqGSIb3DQEBCwUAMIGaMQswCQYD 
VQQGEwJVUzEXMBUGA1UECAwOU291dGggQ2Fyb2xpbmExETAPBgNVBAcMCENvbHVt 
YmlhMRIwEAYDVQQKDAlVbml0cmVuZHMxFDASBgNVBAsMC0VuZ2luZWVyaW5nMRIw 
EAYDVQQDDAlVbml0cmVuZHMxITAfBgkqhkiG9w0BCQEWEmJ1enpAdW5pdHJlbmRz 
LmNvbTAeFw0xNTAzMTEyMTE4MjlaFw0yNTAzMDgyMTE4MjlaMIGaMQswCQYDVQQG 
EwJVUzEXMBUGA1UECAwOU291dGggQ2Fyb2xpbmExETAPBgNVBAcMCENvbHVtYmlh 
MRIwEAYDVQQKDAlVbml0cmVuZHMxFDASBgNVBAsMC0VuZ2luZWVyaW5nMRIwEAYD 
VQQDDAlVbml0cmVuZHMxITAfBgkqhkiG9w0BCQEWEmJ1enpAdW5pdHJlbmRzLmNv 
bTCCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAMQdL7jLnfaODyaFA7Rc 
80jxVcGd9+wqUOn3Vqfn2fkqtlVGG8Qo5nzq5BWcahzYleSvIwyKRDkGuXJLPlQ7 
lXqTnyuWPsCaWA1qXTi2wAum9prhk8d1iv63CEp28dcBWUoWqb3XA722ZQAJbvyg 
dy7lC+j3llTt2/5sUWomToiLt7q83m1NGBWDfnqJ1jqKE39rHGxm5dIXv3tYfYTi 
xNob2ZMOSmSav+sur1B5ji8mnRGwkEPpA+ax8sgTpy29q5LkiDOiONTpRm8IgCaK 
lXyiT5aeH1s4zILyAwmltzJ1Qh3ZYB3b/nc4l9wzf6tVsxrer5ufROWLlueoI717 
CSwYevc9iCUizyk7ETLarv+NrMfIn1KRwqlsqbkDggDtms3LD8xwjA/vMBGBwiMV 
k41h+4dyFAEQeMSTQ+zsQboO78vbPTArPh+rDVZk9o47jHZK7VSieEJ3GErzTWDn 
Z9hjKVAkqPxXVzHlSChh9XFE5vAlQ4/r5bnemi2jD3NaD1v430+SEh8PnJWrB5QK 
i41rs+kV2RC09I/O00CnqOt8SnNav5a5KioMk+2BQSRUsBZ7HNSiK47Q9RaLve7A 
nMmBE/vwD+iXOAjGYbzOtqKTKPsThTlXXiXI8ZvlJLRfTYWe3Cqgw0COSjdpbxZ2 
Nb1UzjuFvzBMk1YmFk4K6O2dAgMBAAGjXTBbMB0GA1UdDgQWBBSyNR6tTgjHm0+m 
6bna+0Op3Pc3zzAfBgNVHSMEGDAWgBSyNR6tTgjHm0+m6bna+0Op3Pc3zzAMBgNV 
HRMEBTADAQH/MAsGA1UdDwQEAwIBBjANBgkqhkiG9w0BAQsFAAOCAgEAju5yG5Kh 
dYdGABFQe+Ha+Br4HFNAGKmmG64x2xZa+q70XNiwW8l4xhSvfCuCMLa6kTsruGun 
YY6p3TPD1JvISGF8w21vUCQIMmTRMT2sZAl0DJZ0BxV/FiooyLgPlB64HPZJpVSt 
8Os2hTpcBEDklAF1ZjBo++i+GaIPfRx22qxnM1cf0fFl+nV8iQzXQKSOaAtTIi3+ 
bCCPh5szywbnaFATbPvxVQMPLLzdbCMnC+GKenoqBipzF8A03BCShn0VWT+ui5zD 
Jjn5kXxPtmdZvm2+HRAWJe/D0hfhx50Pgen3s1Xp+qidtExetZHEvBO2T4kDSE9N 
673e4a8/1/nFd/YrBfdVzGMUFW0A2BaPkWB4E3PWaQKY16uGtZxE7fiP7Bp4Rxil 
oAwzbcLX516dcO0Y3cjS/boqSV7DPzcCFbI8rVMXqRHhya4iS1nv0+JbHAV5PbY8 
LloZxjhoGRR59Y2Kli39SzilGY2lMcqFL/gj7P1CYgVrvPJu+Qtl98C7dzVBOq9B 
uokhJcdTedqFhpCYnibmzOBKQSIyhL3TLCBDTWf443ElrcZjxtrqC10moadvLLVl 
XcSczBEMgye5R8dC3FcMMIkP9OFadeZPxRV3lxA+dangJdXAwEiewQeI2XWBtnlO 
yLEoC40o/B0RqgSqnxxXflNPxSGu0tcbM3Q= 
-----END CERTIFICATE----- 
 

4) Examine the returned certificate. 
This will be a file with .crt or .cer extension, and an optional chain (.p7b) file. 
Running 'cmc_cert_util info' on the returned certificate we get. Note the 'Not Before' 
time: Jun  1 18:27:46 2015 GMT 
 

[root@VMware_UEB]# cmc_cert_util info  -v VMware_UEB.crt 
Key File  : /etc/pki/tls/private/localhost.key 
Cert File : /etc/pki/tls/certs/localhost.crt 
Chain File:  



        Serial Number: 4145 (0x1031) 
    Signature Algorithm: sha256WithRSAEncryption 
        Validity 
            Not Before: Jun  1 18:27:46 2015 GMT 
            Not After : May 31 18:27:46 2016 GMT 
        Subject: C=US, ST=South Carolina, L=Columbia, O=Unitrends,  
OU=Engineering, CN=VMware_UEB 
        X509v3 extensions: 
            X509v3 Subject Key Identifier:  
                9D:C3:EE:35:32:8F:31:09:C7:9E:AE:12:ED:E7:C6:7D:5C:B1:9C:4D 
            X509v3 Authority Key Identifier:  
                keyid:B2:35:1E:AD:4E:08:C7:9B:4F:A6:E9:B9:DA:FB:43:A9:DC:F7:37:CF 
            X509v3 Basic Constraints:  
                CA:FALSE 
            X509v3 Key Usage:  
                Certificate Sign, CRL Sign 
            X509v3 Subject Alternative Name:  
                IP Address:10.100.100.6, IP Address:172.17.3.10, IP  
Address:192.168.187.80, DNS:VMware_UEB.immed-sbs.local, DNS:VMware_UEB 

 
5) Install the returned certificate. 
The above blob was saved to VMware_UEB.crt (Note: it could have simply redirected the 
output from the script, but we wanted to show it on <stdout>. Now it can be installed, 
overwriting the existing entries. The '-v' option clarifies what's going on. Note that we 
also specified the restart of the web server. 
Note that the *.key file generated in step 1 above must be in the current directory as 
well.   
 

[root@VMware_UEB]# cmc_cert_util install -v -r -o VMware_UEB  
Performing the following steps: 
  Copy VMware_UEB.crt to /etc/pki/tls/certs/localhost.crt 
  Copy VMware_UEB.key to /etc/pki/tls/private/localhost.key 
Is this correct (y/[n])? :y 
Copying VMware_UEB.crt to /etc/pki/tls/certs/localhost.crt 
Copying VMware_UEB.key to /etc/pki/tls/private/localhost.key 
Checking web server configuration...Syntax OK 
(Re)starting web server... 
 

6) Verify that the system is using the new certificate. 
Next we login to the system and examine the certificate presented to the browser. Check 
the time in the 'Valid from' field. It corresponds exactly to the time we saw when we 
examined the Signed certificate (accounting for EDT/GMT difference, of course).  
 
 
Below is the complete usage for the cmc_cert_util script. 
 
===== cmc_cert_util USAGE ======================================= 
usage: cmc_cert_util req [-h] [-v] [-p] [-d <dnsname> ...] [-i <ip_adress>...]  
[-e email address ] [-k <keybits>] [<prefix>] 
  -h print this message           [false] 
  -v print additional information [false] 
  -d subjectAlternate Name DNS    [] 
  -i subjectAltername IP          [] 
  -e email address                [] 
  -k bits in private key          [2048] 
  -K <KEYFILE>                      [] 
  -p Prompt for C,ST,L,O,OU     [false] 
  -s Self Sign the certificate        [false] 
     output file <prefix>       [VMware_UEB] 
 
usage: cmc_cert_util install [-h] [-v] [-r] [-y] -o | -n -d <cert directory>  
[<prefix>] 
  -h Print this message           [false] 



  -v Print additional information [false] 
  -r Restart web server           [false] 
  -y Execute without prompt       [false] 
  -o Overwrite exising cert/key   [false] 
  -n Instantiate as new cert/key  [true] 
  -d Directory for new certs      [] 
     input  file <prefix>       [VMware_UEB] 
 
usage: cmc_cert_util restore [-h] [-v] [-r] -o | -l -y 
-h    Print usage 
-v    Verbose [false] 
-r    Restart web server [false] 
-y    Confirm restore (required!) 
-o    Original configuration [false] 
-l      Last saved configuration [true] 
usage: cmc_cert_util info [-h] [-v] [<prefix>] 
 
REQ DETAILED USAGE (-v option): 
[root@VMware_UEB]# cmc_cert_util req -hv 
usage: cmc_cert_util req [-h] [-v] [-p] [-d <dnsname> ...] [-i <ip_adress>...]  
[-e email address ] [-k <keybits>] [<prefix>] 
  -h print this message           [true] 
  -v print additional information [true] 
  -d subjectAlternate Name DNS    [] 
  -i subjectAltername IP          [] 
  -e email address                [] 
  -k bits in private key          [2048] 
  -K <KEYFILE>                      [] 
  -p Prompt for C,ST,L,O,OU     [false] 
  -s Self Sign the certificate        [false] 
     output file <prefix>       [VMware_UEB] 
req (create new signing request) 
   Generate a new private key of size 2048 bits and create  
   the x509 certificate signing request using this key 
   The .key and .csr files are named according to the <prefix> (default:  
system hostname) 
   Use -K to specify the full path to an existing private key file 
   Use -s to self sign the certificate 
   An arbitrary number of DNS names and IP addresses may be included by 
   specifying addition -d or -i parameters. These will be included  
   in the signing request in the 'subjectAltName' section. 
 
INSTALL DETAILED USAGE:  
[root@VMware_UEB]# cmc_cert_util install -vh 
usage: cmc_cert_util install [-h] [-v] [-r] [-y] -o | -n -d <cert directory>  
[<prefix>] 
  -h Print this message           [true] 
  -v Print additional information [true] 
  -r Restart web server           [false] 
  -y Execute without prompt       [false] 
  -o Overwrite exising cert/key   [false] 
  -n Instantiate as new cert/key  [true] 
  -d Directory for new certs      [] 
     input file <prefix>        [VMware_UEB] 
 
install (install new, signed certificate) 

Install the newly signed certificate (and optional certificate chain) on the local 
appliance. 
Optionally, restart the web server if so instructed. 
If overwriting the existing certificate and private key, the destination filename 
are derived from entries in the /etc/httpd/conf.d/ssl.conf file.  



If instantiating a new certificate and key, the /etc/httpd/conf.d/ssl.conf file is 
updated to point to the new files. Web server must be restarted before this takes 
effect. 

 
RESTORE DETAILED USAGE: 
[root@VMware_UEB]# cmc_cert_util restore -hv 
usage: cmc_cert_util restore [-h] [-v] [-r] -o | -l -y 
-h    Print usage 
-v    Verbose [true] 
-r    Restart web server [false] 
-y    Confirm restore (required!) 
-o    Original configuration [false] 
-l    Last saved configuration [true]  
 
restore  

Restores the configuration to either the latest saved configuration or the original 
settings. 

 
INFO DETAILED USAGE: 
[root@VMware_UEB]# cmc_cert_util info -hv 
 
usage: cmc_cert_util info [-h] [-v] [<prefix>] 
info 

Print relevant fields from the named certificate or current certificate if not 
specified. 

 
 


