HOW TO INSTALL A CUSTOM CERTIFICATE AUTHORITY USING cmc_cert_util

Some customers may wish to change the self-signed certificate used by the Unitrends web interface to be a custom
certificate that fits their security environment. Often this involves using a third-party Certificate Authority. This information
shows how to do that for Unitrends systems, using the cmc_cert_util script which is included with unitrends-rr-9.0.0 and
later rpms.

Note that you should change your default hostname to whatever you wish BEFORE starting this process, since the
certificate is dependent upon the hostname. Use your hostname wherever you see ‘VMware_UEB'’ in the example below.

An example for the signing sequence using a third-party Certificate Authority with cmc_cert_util:
1) Create the Certificate Signing Request (CSR)
2) Verify the CSR
3) Submit the Certificate Signing Request file (*.csr) to your Certificate Authority (CA).
4) Examine the returned signed certificate (.crt or .cer extension, and optional .p7b chain file).
5) Install the returned certificate with "cmc_cert_util install".
6) Verify that the system is using the new Certificate.

1) Create the Certificate Signing Request
[root@VMware_UEB]# cmc_cert _util req —v -p
Create the Signing Request:

Private Key File: VMware_ UEB.key
Signing Req File: VMware UEB.csr

————— BEGIN CERTIFICATE REQUEST-----

M1 1DKzCCAhMCAQAweDELMAKGA1UEBhMCVVMxFzAVBgNVBAGTD INvdXRo I ENhcm9s
aW5hMREwDwYDVQQHEwWhDb2x1bWJpYTESMBAGALUEChMIVW5pdHJ IbmRzMRQWEQYD
VQQLEwtFbmdpbmVI1cmluZzETMBEGALIUEAXQKVK13YXJIX1VFQjCCASIwDQYJKoZ1
hvcNAQEBBQADggEPADCCAQOCggEBANONG1FzcV5YUFOcGwu/wiL IVSTenVO2GPoz
F8WeGCWaCQEUrFOrxocXvt6nJ8RR6Zjxb5gni6N/kqdp2cj tP1T4erRShmsmYCFb
VzkSriIFAGI r8F36n3j1AVBWbt/NG65x66nFz7Yhs/zaOH+/s7Y1tuSkNUQsiqgzil
897yeAM1063uxydPNyJIXSOWXbrgNSAxxaBuR/GpQOaNI fCNgQ9JlcMhItlymyU7c
ssrGojUsOmOR61 DUALEAWqCdXuRuegUK/mF1zG/eESFFT4ZLKpX1cOSW2McQpELC
dbyRDD13/T2T41nNDdpEbVUSVvVMMNmX+zKFvMUZaP40Zh 1 i ANQUCAWEAAaBUMGWG
CSqGS1b3DQEJDj FFMFOWCQYDVROTBA IWADALBgNVHQ8EBAMCBeAwQwYDVRORBDww
0OocECmRkBoCErBEDCocEwWKi7Ul 1aVk13YXJIX1VFQi5pbW11ZC1zYnMubG9jYWyC
CIZNd2FyZV9VRU IwDQYJKoZ I hveNAQELBQADggEBAHgJa0OPKTehnvK0490JzxFJ+
8YronxYLVF9JJeAQmxnC4JKMPtykkxOSdHEVODFAZ9VC+Fgw5Gi+4u301F8JD/Z/
Zfpw86 1Z2g8vApw8rd4DGe5gIMF1luYtp2d2gtsiGrjDbaYVVBTLaboMCICZxGbU/Y
Xla+04/AXXcCM+vn0Og70ALdSoibsy4E25xVZDQ/afaR01/07vTho9ErKNEwt8DFm
7FSH76dPmAp3/0kopJA6un 7 iHoWxy jQoyLpZ800ZxAA9Z0zK15Wv8 jWiWV4wGak
6z 1BT+uqgBFASBZKOpO1Jgo5AGUXUJ Pu+t9Znl1fFCk19aXFad26JI1TiYlgePqa8=
————— END CERTIFICATE REQUEST-----

2) Verify the CSR

At this point the Certificate Signing Request appears above between the ""BEGIN/END™"
delimiters. It is also written to the file <hostname>.csr. In this case, the hostname is
VMware_UEB. The contents of the CSR include both the unqualified hostname (VMware_ UEB),
the FQDN (VMware_UEB. immed-sbs.local) and the IPv4 addresses reported by "hostname

-1".

IT we run cmc_cert_util info (with and without -v) on the newly generated CSR we get:
[root@vMware_UEB]# cmc_cert_util info VMware UEB.csr

Key File : /etc/pki/tls/private/localhost._key
Cert File : /etc/pki/tls/certs/localhost.crt

Chain File:

subject=
commonName = VMware_UEB
organizationalUnitName = Engineering
organizationName = Unitrends
local ityName = Columbia

stateOrProvinceName South Carolina



countryName = US

[ root@vMware_UEB]# cmc_cert_util info -v VMware UEB.csr
Key File : /etc/pki/tls/private/localhost._key
Cert File : /etc/pki/tls/certs/localhost.crt
Chain File:
Subject: C=US, ST=South Carolina, L=Columbia, O=Unitrends,
OU=Engineering, CN=VMware_ UEB
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:-FALSE
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
X509v3 Subject Alternative Name:
IP Address:10.100.100.6, IP Address:172.17.3.10, IP
Address:192.168.187.80, DNS:VMware UEB.immed-sbs.local, DNS:VMware UEB

3) Send the CSR to the Certificate Authority.

We have a CA running locally with a CURL interface that we can submit CSRs and get back
the signed certificate and the CA certificate. This can be done either using the CA
server’s web interface, or sometimes via the command-line.

A) Request Certificate from CA Server

----- The following instructions may vary depending on how the user’s specific certificate authority works
Itis also assumed that the Certificate Authorities Trusted Root Certificates are installed on the clients that
will be accessing the DPU ----
You may be fortunate enough to be able to upload the entire <hostname>.csr file to your certificate authority. However, if
not, the user may be required to extract the “BEGIN...END” portions and submit this to the CA as per the following
commands:

1. Edit/display the <hostname>_csr file.
Highlight the text on the screen, including the Begin Certificate Request and End Certificate Request lines, and Copy the text
from that window
Open a browser window.
Enter https://<CA host>/certsrv in the address bar where <CA_host> is replaced by the hostname of the certificate server.
A Login window should open. Enter an Enterprise Admin account username and password and hit enter.
Paste the text of the <hostname>.csr file, including the “BEGIN” and “END” lines into the window.
It is important that the “BEGIN CERTIFICATE REQUEST” and “END CERTIFICATE REQUEST” lines are included in the copied
and pasted text.
7. Switch the certificate template to web server and select Submit.
The web menu should look something like this example.
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File Edit View History Bookmarks Tools Help I

Microsoft Active Directory Certificate Services — IPSECIPSEC1-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
PKCS 210 certificate request or PKCS %7 renewal request generated by an
external source (such as a Web server) in the Saved Request box.

Saved Regquest

~~~~~ BEGIN CERTIFICATE REQUEST-----
BaseSd-encoded  |MIIBKDCB+gIBADBRMQSWCQYDVQQGEWJVUZEXMBUG
cenificate request  |DMEXFTATBGNVBACTDEL ScnRsZSBCZNF ) aDESMBAG

(CMC or MAOGCSQGSIb3DQEBAQUAA4GNADCB1QKBgQDIozLZ|

PKCS #£10 or VWSCLRX1v1AGKqfsuLdD4Tfaudiv/NaGHS06G3f Al

PKCS #7) VKITVTHAOIR52JEi7Er63G?I\02thgTEZr‘eb57HXf.];]
»

Certificate Template

(Web Server . , : d
Additional Atributes :
Antributes.
Submit > |
Done o |

B) Download Certificate and Chain File to the Unitrends System
You will be presented the new certificate and optionally a certificate chain file in the browser window. This should look
something like this example.

File Edit View History Bookmarks Tools Help |

Microsoft Active Ditectory Centificate Services ~ IPSECIPSECL.CA

Certficate Issued

The certificate you requested was issued to you.

ODER encoded or (®Base 64 encoded

% Download certificate
Download certificate chain

Done | 53 [—

Download these files and put them on the Unitrends server. The Unitrends samba share is convenient for that. The
certificate should be a file with .crt or .cer extension, and the optional certificate chain file should have the .p7b extension.

To see the results of what is returned, below is an example of the results of sending the
CSR using a custom CURL script (getCert) when the CA server has a command-line interface.
For the blob returned by the CA, the first BEGIN/END block is the signed Certificate
returned by the CA for this server, the second BEGIN/END is the CA certificate for the
third-party CA.

[root@vMware UEB]# ./getCert VMware_ UEB.csr 192.168.187.22

————— BEGIN CERTIFICATE--——-

MI IFMDCCAXxigAw IBAg 1CECOWDQYJKoZ IhveNAQELBQAwWgZoxCzAJBgNVBAYTAIVT
MRcwFQYDVQQIDA5Tb3V0aCBDYXJvbG luYTERMASGALUEBwWwW 1Q29sdW1 iaWEXE jJAQ
BgNVBAOMCVVuaXRyZW5kczEUMB IGATUECWwWLRW5naw5 1 ZXJpbmexE jJAQBgNVBAMM
CVVuaXRyZW5kczEhMB8GCSqGS1b3DQEJARYSYnV6ekB1lbmIOcmVuZHMuUY29tMB4X
DTE1MDYWMTE1MjQyNVoXDTE2MDUzMTE1MjQyNVoweDEL MAKGALUEBhMCVVMxFzAV



BgNVBAgQTDINvdXRo IENhcm9saW5hMREwDwYDVQQHEwhDb2x1bWJpYTESMBAGALUE
ChMJIVW5pdHJ 1 bmRzMRQWEQYDVQQLEwtFbmdpbmVIcmluZzETMBEGALUEAXQKVK13
YXJIX1VFQjCCASIwDQYJKoZ I hveNAQEBBQADggEPADCCAQOCggEBANDN Ibhet9WR
KxOgkRW1753DDLVFk4PHdzyQBY6N1n2kQeEGUYsCIRD3FHW/zS/ycTtRkgJd IWxMP
LPh9hW780d00oD 1B/ XD03bBSdVdbcGmTgtadMSg+W3GYdRGC i1Z9zWFEau jK4v0Jpj
rXprpboGUAWAL75+/t8S5cGAE1C/Alu5zD+ukrFtWbCi/xPoBYDVMT8Fj 1XTH7pi
SHWCDu2gKS5UDO/370xZhW2KuMgpeE jUAVIPbodC 1yJVhpkAG+Xa+Yc3ZIDM11pD
kdRx0FP6TyZa4dRQa5SASUyocks+457 i ka+Jh+5h9yLMxghb8F80nHVcsmz3bKZxM
cFKbg/ 1 1 dZkCAWEAAaOBoDCBNTAdBgNVHQ4EFgQU80hHBWKF/AVhgh3Mp2m3pJr/
e+0wHwYDVRO jBBgwFoAUs jUerU41 x5tPpum52vtDgdz3N88wCQYDVROTBA IwADAL
BgNVHQ8EBAMCAQYwQwYDVRORBDwWwWOoCECMRkBoCErBEDCocEwWKi 7Ul 1avVk13YXJI
X1VFQi5pbW11ZC1zYnMubG9j YWyCCIZNd2FyZV9VRU IwDQYJKoZ lhvcNAQELBQAD
gg IBAEQOTW8GaUPgVaZGAW8X3h7TX6z83S0SGedKXsKTNjWP i fzSi13dbPB/bdvwm
rsJy7QaL i9w6AZ9brcyE leynvGEUDH5 1 BLnbO0OGzBDAaaFp0QBwV3TUHUCCWRAM9
YHZLF6HISyYRPx195maexjwKYh9yfFXgJcyYv/RIUutBEjYIEaVIUOt+ETYouVTI
TKgdXZ1u9D8gqO IF900V3515s8j f1kDcFEt3wcz1060WDCh5DK j FgmbmcU8KiGaG
JeaMueRT9rDT2X3RtrMIPIHcyFEZWM14pZUHILecOlwzalgLXPu8S9MURak1DMFn
1FMSap63EabDputwn/VU i 2mWHVB7xxsD4asJpF5s3AuW9UA Isdohavb3m7xK5JQE
eLN31SmHuY/V7Zpc0IMDlySVaHF181Ytu6JfbCe960Hy jFb6180gPRg2KUUGgOBB
K/Z1K1Q4X9IDtiCFVagLEIUzZxyL511uDDUCRmMYUMHY111V1cSdiwDPNNyZntk0O
zDCeDfL1/ZInjowcaZlL/qdW3r3tlyleRZrxNQ+YNnGy5fITH2G7zU2rme+cj IM6x
82IMEBz30K7BkuJ2iPV88ql6zNosFI jNe08Qj1MeFggPDWycCdjYDSMoUb8Nboua
EKrQEC5d1oGUjdfW/FplpTbrSPitzp4ncNvujhuSvhOi+SHd

————— END CERTIFICATE--—---

M1 1GFjCCA/6gAw I BAg 1 JAKNDGGONXK3hMAOGCSGS I b3DQEBCWUAM 1 GaMQswCQYD
VQQGEwJVUzEXMBUGALUECAWOU291dGggQ2Fyb2xpbmEXETAPBgNVBACMCENVbHVE
YmIhMR IWEAYDVQQKDATVbm10cmVuZHMxXFDASBgNVBASMCOVuUZ2 luZWWyaW5snMR Iw
EAYDVQQDDAIVbmI0cmVuZHMx I TAFBgkghk i GOWOBCQEWEMJ1enpAdwW5pdHJI IbmRz
LmNvbTAeFWOXNTAzZMTEyMTE4Mj laFwOyNTAzMDgyMTE4Mj 1aM1GaMQswCQYDVQQG
EwJVUzEXMBUGAL1UECAWOU291dGggQ2Fyb2xpbmEXETAPBgNVBACMCENVbHVtYmIh
MR IWEAYDVQQKDAIVbm10cmVuZHMxFDASBgNVBASMCOVuZ2 luZWWyaW5nMR IWEAYD
VQQDDAIVbmIOcmVuZHMx I TAFBgkghk i GOWOBCQEWEMJ1enpAdW5pdHJ IbmRzLmNv
bTCCAi1 IwDQYJKoZ 1 hveNAQEBBQADgg IPADCCAgoCgg IBAMQdL7 jLnfaODyaFA7Rc
80jxVcGd9+wquon3VaTfn2fkqtlVGG8Qo5nzg5BWecahzY leSv1wyKRDKGUXJLP1Q7
I1XqTnyuWPsCaWA1gXT i12wAum9prhk8d1iv63CEp28dcBWUoWgb3XA722ZQAJbvyg
dy71C+j311Tt2/5sUNomToiLt7g83m1INGBWDFnqJljgKE39rHGXm5d IXv3tYFYTi
xNob2ZMOSmSav+surl1B5 j i 8mNRGWKEPpA+ax8sgTpy29q5LkiDOiONTpRm8 IgCaK
IXyiT5aeH1s4z1LyAwmltzJ1Qh3ZYB3b/nc4 19wz f6tVsxrer5ufROWLIueol 717
CSwYevc9iCUizyk7ETLarv+NrMfIn1KRwg lsqbkDggDtms3LD8xwjA/ vMBGBwWiIMV
k41h+4dyFAEQeMSTQ+zsQbo078vbPTArPh+rDVZk9047 JHZK7VSi1eEJ3GErzTWDn
Z9hjKVAKgPxXVzHISChh9XFE5vAIQ4/r5bnemi 2jD3NaD1v430+SEh8PNJIWrB5QK
141rs+kV2RC091/000CNngOt8SnNav5a5KioMk+2BQSRUsSBZ7HNS 1K47Q9RalLve7A
NMMBE/vwD+ 1 X0A JGYbzOtgKTKPSThT IXXiX18ZvIJLRFTYWe3CqgwOCOS jdpbxZ2
Nb1Uzj uFvzBMk1YmFk4K602dAgMBAAG j XTBbMBOGA1UdDgQWBBSYNR6tTgjHMO+m
6bna+00p3Pc3zzAFfBgNVHSMEGDAWGBSYNR6tTg jHMO+m6bna+00p3Pc3zzAMBgNV
HRMEBTADAQH/MASGALUdDWQEAwW I BB j ANBgkghk i GOWOBAQSFAAOCAQEAj uSyG5Kh
dYdGABFQe+Ha+Br4HFNAGKmmG64x2xZa+q70XNiwWw8 14xhSvfCuCMLa6kTsruGun
YY6p3TPD1JvISGF8w21vUCQIMMTRMT2sZA10DJZ0BXV/FiooyLgP1B64HPZJIpVSt
80s2hTpcBEDKIAF1ZjBo++i1+GalPFRx22gxnM1cFOFFI+nV8iQzXQKSOaAtTI1 i3+
bCCPh5szywbnaFATbPvxVQMPLLzdbCMNC+GKenoqBipzF8A03BCShnOVWT+ui5zD
JJn5kXxPtmdZvm2+HRAWJe/DOhThx50Pgen3s1Xp+qidtExetZHEVBO2T4kDSEIN
673e4a8/1/nFd/YrBfdVzGMUFWOA2BaPkWB4E3PWaQKY16uGtZxE7FiP7Bp4Rxi I
0AwzbclLX516dc00Y3c jS/boqSV7DPzcCFb18rVMXgRHhya4 i S1nv0+JbHAV5PbY8
L10ZxjhoGRR59Y2K1139Szi1GY2IMcqFL/gj7P1CYgVrvPJu+Qt198C7dzVBOq9B
uokhJcdTedgFhpCYnibmzOBKQS1yhL3TLCBDTWF443El rcZjxtrqClOmoadvLLVI
XcSczBEMgye5R8dC3FcMMI kPO9OFadeZPxRV3 IxA+dangJdXAwE i ewQe 12XWBtnl10
yLE0C400/BORqgSqnxxXFINPxSGuOtcbM3Q=

————— END CERTIFICATE-—---

4) Examine the returned certificate.

This will be a file with .crt or .cer extension, and an optional chain (.p7b) file.
Running “cmc_cert_util info® on the returned certificate we get. Note the “Not Before-
time: Jun 1 18:27:46 2015 GMT

[root@vMware_UEB]# cmc_cert_util info -v VMware UEB.crt
Key File : /etc/pki/tls/private/localhost._key

Cert File : /etc/pki/tls/certs/localhost.crt

Chain File:



Serial Number: 4145 (0x1031)
Signature Algorithm: sha256WithRSAEncryption
Validity
Not Before: Jun 1 18:27:46 2015 GMT
Not After : May 31 18:27:46 2016 GMT
Subject: C=US, ST=South Carolina, L=Columbia, O=Unitrends,
OU=Engineering, CN=VMware_UEB
X509v3 extensions:
X509v3 Subject Key ldentifier:
OD:C3:EE:=35:32:8F:31:09:C7:9E-AE:12:ED:E7:C6:7D:5C-B1:9C:4D
X509v3 Authority Key ldentifier:
keyid:B2:35:1E:AD:4E:08:C7:9B:4F:A6:E9:B9:DA:FB:43:A9:DC:F7:37:CF
X509v3 Basic Constraints:
CA:-FALSE
X509v3 Key Usage:
Certificate Sign, CRL Sign
X509v3 Subject Alternative Name:
IP Address:10.100.100.6, IP Address:172.17.3.10, IP
Address:192.168.187.80, DNS:VMware UEB.immed-sbs.local, DNS:VMware UEB

5) Install the returned certificate.

The above blob was saved to VMware UEB.crt (Note: it could have simply redirected the
output from the script, but we wanted to show it on <stdout>. Now it can be installed,
overwriting the existing entries. The "-v* option clarifies what"s going on. Note that we
also specified the restart of the web server.

Note that the *_key file generated in step 1 above must be in the current directory as
well.

[root@vMware_UEB]# cmc_cert_util install -v -r -o VMware_UEB
Performing the following steps:
Copy VMware_ UEB.crt to /etc/pki/tls/certs/localhost.crt
Copy VMware UEB.key to /Zetc/pki/tls/private/localhost.key
Is this correct (y/[n])? :y
Copying VMware_ UEB.crt to /etc/pki/tls/certs/localhost.crt
Copying VMware_UEB._key to /etc/pki/tls/private/localhost.key
Checking web server configuration..._.Syntax OK
(Re)starting web server. ..

6) Verify that the system is using the new certificate.

Next we login to the system and examine the certificate presented to the browser. Check
the time in the "Valid from®™ field. It corresponds exactly to the time we saw when we
examined the Signed certificate (accounting for EDT/GMT difference, of course).

Below is the complete usage for the cmc_cert_util script.

===== cmc_cert_util USAGE

usage: cmc_cert_util req [-h] [-Vv] [-p] [-d <dnsname> ...] [-1 <ip_adress>...]
[-e email address ] [-k <keybits>] [<prefix>]
-h print this message [false]

-v print additional information [false]
-d subjectAlternate Name DNS 1

-1 subjectAltername IP 1

-e email address 1

-k bits in private key [2048]

-K <KEYFILE> 1

-p Prompt for C,ST,L,0,0U [false]

-s Self Sign the certificate [false]

output file <prefix> [VMware_UEB]

usage: cmc_cert_util install [-h] [-v] [-r] [-Y] -0 | -n -d <cert directory>
[<prefix>]

-h Print this message [false]



-v Print additional information [false]
-r Restart web server [false]
-y Execute without prompt [false]
-0 Overwrite exising cert/key [false]
-n Instantiate as new cert/key [true]

-d Directory for new certs 1
input Tfile <prefix> [VMware_UEB]

usage: cmc_cert_util restore [-h] [-Vv] [-r] -0 | -1 -y
-h Print usage
-V Verbose [fTalse]
-r Restart web server [false]
-y Confirm restore (required!)
-0 Original configuration [false]
-1 Last saved configuration [true]

usage: cmc_cert_util info [-h] [-Vv] [<prefix>]

REQ DETAILED USAGE (-v option):
[root@VMware_UEB]# cmc_cert_util req -hv

usage: cmc_cert_util req [-h] [-Vv] [-p] [-d <dnsname> ...] [-1 <ip_adress>...]
[-e email address ] [-k <keybits>] [<prefix>]
-h print this message [true]

-v print additional information [true]
-d subjectAlternate Name DNS 1

-1 subjectAltername IP 1

-e email address 1

-k bits in private key [2048]

-K <KEYFILE> 1

-p Prompt for C,ST,L,0,0U [false]

-s Self Sign the certificate [false]
output file <prefix> [VMware_UEB]

req (create new signing request)

Generate a new private key of size 2048 bits and create

the x509 certificate signing request using this key

The _.key and .csr files are named according to the <prefix> (default:
system hostname)

Use -K to specify the full path to an existing private key file

Use -s to self sign the certificate

An arbitrary number of DNS names and IP addresses may be included by

specifying addition -d or -1 parameters. These will be included

in the signing request in the "subjectAltName® section.

INSTALL DETAILED USAGE:
[root@vMware_UEB]# cmc_cert_util install -vh

usage: cmc_cert_util install [-h] [-v] [-r] [-Y] -0 | -n -d <cert directory>
[<prefix>]

-h Print this message [true]

-v Print additional information [true]

-r Restart web server [false]

-y Execute without prompt [false]

-0 Overwrite exising cert/key [false]
-n Instantiate as new cert/key [true]
-d Directory for new certs 1
input file <prefix> [VMware_UEB]

install (install new, signed certificate)
Install the newly signed certificate (and optional certificate chain) on the local
appliance.
Optionally, restart the web server if so instructed.
IT overwriting the existing certificate and private key, the destination filename
are derived from entries in the /etc/httpd/conf.d/ssl.conf file.



IT instantiating a new certificate and key, the /etc/httpd/conf.d/ssl.conf file is
updated to point to the new files. Web server must be restarted before this takes
effect.

RESTORE DETAILED USAGE:
[root@VMware_UEB]# cmc_cert_util restore -hv

usage: cmc_cert_util restore [-h] [-Vv] [-r] -0 | -1 -y

-h Print usage

-V Verbose [true]

-r Restart web server [false]

-y Confirm restore (required!)

-0 Original configuration [false]

-1 Last saved configuration [true]

restore
Restores the configuration to either the latest saved configuration or the original
settings.

INFO DETAILED USAGE:
[ root@vMware_UEB]# cmc_cert_util info -hv

usage: cmc_cert_util info [-h] [-Vv] [<prefix>]

info
Print relevant fields from the named certificate or current certificate i1f not
specified.



